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Low latency is critical for real-time responsiveness, ensuring smooth interactions with virtual 
desktops and applications.

High latency can lead to sluggish performance, frustrating users and reducing productivity.

Executive Summary 

Why Network Matters in User Experience 

Historically, Citrix has been the gold standard in VDI, primarily due to its high-definition 
eXperience (HDX) technology. HDX has set the benchmark for delivering superior user 
experiences by optimising network performance and ensuring smooth, responsive 
interactions regardless of network conditions.

However, the landscape is changing. Over the past two years, Microsoft has made significant strides in enhancing 
its VDI offerings, particularly with advancements in the Remote Desktop Protocol (RDP). With innovations such as 
RDP ShortPath, Quality of Service (QoS) enhancements, and Differentiated Services Code Point (DSCP) markers, 
Microsoft claims to deliver a user experience that rivals, if not surpasses, Citrix's renowned HDX technology.  

This short paper will explore whether Microsoft can truly match Citrix's HDX technology's high standards.  

Let us first cover why networks can impact and lead to bad user experience, a short list below. 

The need for video calls and conferencing further puts demands on network quality. High-quality video calls and 
conferencing require stable, low-latency connections to avoid lag, jitter, and dropped calls. 

Latency and Responsiveness

Sufficient bandwidth is necessary to handle the data transfer demands of VDI sessions, 
especially for high-definition graphics and multimedia applications. 

Inadequate bandwidth can cause delays, buffering, and degraded performance. 

Bandwidth Utilization 

Reliable network connections are crucial for remote workers to access their virtual 
desktops without frequent disconnections continuously. 

Network management ensures stable connections, reducing downtime and improving 
user satisfaction. 

Remote Access Stability 

Network protocols must efficiently manage high traffic loads, especially during peak 
usage times, to maintain consistent performance. 

Load balancing and traffic prioritisation help distribute network resources effectively, 
preventing congestion and bottlenecks. 

Heavy Load Handling 

1

2



Citrix HDX (high-definition eXperience) technology has set the benchmark in the Virtual Desktop Infrastructure 
(VDI) space for years. HDX is renowned for its advanced capabilities, including intelligent redirection, adaptive 
Compression, and data de-duplication, collectively enhancing performance and user satisfaction. 

Outside the above, several additional technologies enhance the user experience, for an extensive list and 
in-depth explanation, please visit HDX Explanation 

 

Intelligent Redirection: Explanation and Benefits 
Intelligent Redirection dynamically determines the optimal location to render 
application or desktop activity. It takes into account screen activity, device capabilities, 
and network conditions. Intelligent Redirection optimizes performance and reduces 
latency by deciding whether to process tasks on the endpoint device or the hosting 
server. Additionally, it allows local interaction with peripherals such as webcams, 
printers, and scanners through device redirection. This results in a more responsive 
and seamless user experience, regardless of network conditions. 

Adaptive Compression: How It Optimizes Multimedia Displays 
Adaptive Compression is a critical feature that enhances multimedia performance 
significantly. This technology intelligently compresses data by evaluating the type of 
input (text, video, voice, multimedia), the capabilities of the device, and the display 
requirements. Adaptive Compression ensures that rich multimedia content is delivered 
smoothly and efficiently, even over thin network connections, by selecting the optimal 
compression codec and balancing CPU and GPU utilization.  

Data De-duplication: Reducing Network Traffic and Enhancing Efficiency 
De-duplication in Citrix HDX reduces network traffic and enhances efficiency by 
caching repeated patterns in commonly accessed data, such as graphics, documents, 
and print jobs. Instead of transmitting duplicate information, only changes are sent, 
significantly lowering bandwidth usage. Furthermore, HDX supports multicasting of 
multimedia streams, enabling efficient content delivery to multiple users simultane-
ously. This results in reduced network load and improved performance for all users.

HDX Shortly Explained 

https://www.mckinsey.com/~/media/mckinsey/featured%20insights/Digital%20Disruption/Harnessing%20automation%20for%20a%20future%20that%20works/MGI-A-future-that-works-Executive-summary.ashx
https://www.bain.com/insights/labor-2030-the-collision-of-demographics-automation-and-inequality/
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https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/technical-overview/hdx.html



In recent years, Microsoft has made significant strides in enhancing its VDI user experience, partly through 
advancements in the Remote Desktop Protocol (RDP). These improvements aim to provide a user experience 
on par with Citrix's HDX, addressing critical connectivity, reliability, and performance aspects. Below are some 
of the technologies and strategies that have been implemented.  

RDP ShortPath: How It Improves Connection Reliability and Latency 
RDP ShortPath is a major enhancement that improves connection reliability and reduces 
latency by utilising UDP-based transport. This approach offers more consistent latency 
and better stability than traditional TCP-based connections. By actively monitoring and 
adapting to network conditions, RDP ShortPath ensures a smoother and more responsive 
user experience, which is crucial for tasks requiring real-time interaction. 

QoS and DSCP: Prioritizing Traffic for a Better User Experience 
Quality of Service (QoS) and Differentiated Services Code Point (DSCP) are essential 
tools in Microsoft's VDI arsenal. QoS allows administrators to prioritise critical VDI traffic, 
ensuring crucial applications receive the necessary bandwidth. DSCP markers further 
enhance this by prioritising RDP sessions, significantly reducing packet loss and 
latency. These features collectively ensure a superior user experience, even during peak 
network usage. 

URCP: Enhancing UDP with Active Monitoring
The Universal Rate Control Protocol (URCP) enhances UDP transport by actively 
monitoring network conditions. URCP provides fair and full link utilisation, adjusting 
dynamically to network changes and ensuring optimal performance. This results in a 
more consistent and reliable user connection, particularly in environments with 
fluctuating network conditions. 

Microsoft's Recent Enhancements in VDI 

https://www.mckinsey.com/~/media/mckinsey/featured%20insights/Digital%20Disruption/Harnessing%20automation%20for%20a%20future%20that%20works/MGI-A-future-that-works-Executive-summary.ashx
https://www.bain.com/insights/labor-2030-the-collision-of-demographics-automation-and-inequality/
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TURN: Facilitating Communication Through NAT/Firewalls 
Traversal Using Relays around NAT (TURN) is a critical technology for communication 
between devices behind NAT or firewall barriers. TURN enables seamless connectivity 
by relaying Traffic through intermediary servers, ensuring users can connect to their 
virtual desktops without encountering network obstacles. This technology is precious 
for remote workers and those in restrictive network environments. 

ExpressRoute and VPN Options: Ensuring Secure and Efficient Connectivity 
Microsoft offers robust connectivity options such as ExpressRoute and VPN to ensure 
secure and efficient access to virtual desktops. ExpressRoute provides private, 
high-speed connections to Azure, bypassing the public internet and reducing latency. 
Additionally, Site-to-Site and Point-to-Site VPNs, such as Azure VPN Gateway, offer 
secure tunnels for data transmission, ensuring that users have reliable and protected 
access to their VDI environments. 

TCP UDP



Comparing the technologies behind Citrix HDX and Microsoft RDP can be overwhelming, especially for those 
not well-versed in network protocols and management. Each vendor employs different strategies and 
technologies to deliver an exceptional user experience. However, focusing on the user experience's outcome 
can provide more precise insights. 

Intelligent Redirection vs. RDP ShortPath  

Citrix's Intelligent Redirection dynamically determines where to render application or desktop activity 
based on-screen activity, device capabilities, and network conditions. This ensures optimal performance 
by processing tasks on either the endpoint device or the hosting server, reducing latency and enhancing 
responsiveness. 

On the other hand, Microsoft's RDP ShortPath improves connection reliability and reduces latency by 
utilizing UDP-based transport. This type of transport offers more consistent latency and better connection 
stability than traditional TCP-based connections. By actively monitoring and adapting to network condi-
tions, RDP ShortPath ensures a smoother and more responsive user experience. 

Head-to-Head Comparison: Citrix HDX vs. Microsoft RDP 

https://www.mckinsey.com/~/media/mckinsey/featured%20insights/Digital%20Disruption/Harnessing%20automation%20for%20a%20future%20that%20works/MGI-A-future-that-works-Executive-summary.ashx
https://www.bain.com/insights/labor-2030-the-collision-of-demographics-automation-and-inequality/
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Citrix HDX
Intelligent Redirection

Adaptive Compression

dynamically chooses where to run app

chooses encoding by media type and situation

cachies repeated commonly accessed data

uses UDP-based transport instead of TCP

prioritizes critical VDI traffic

prioritizes RDP sessions

adjusts dynamically to network changes

transmits data beyond NAT or firewall barriers

private, high-speed connections to Azure,
bypassing the public internet

Data De-Duplication

RDP ShortPath

Quality of Service

Differentiated Services Code Point

Universal Rate Control Protocol

Traversal Using Relays around NAT

ExpressRoute and VPN Options

Microsoft RDP

optimized network performance
low latency, no delays

smooth interactions
high quality video callssecure environments smooth running apps

(High Deffinition Experience) (Remote Desktop Protocol)

different technologies, similar outcome



Adaptive Compression vs. URCP 

Citrix's Adaptive Compression intelligently compresses data by evaluating the input type, device capabilities, 
and display requirements. This ensures that rich multimedia content is delivered smoothly and efficiently, 
even on thin network connections, resulting in high-quality visuals and audio. 

Microsoft's Universal Rate Control Protocol (URCP) enhances UDP transport by actively monitoring network 
conditions. URCP adjusts dynamically to network changes, ensuring optimal performance and fair and full 
link utilisation. This results in a more consistent and reliable user connection, especially in environments 
with fluctuating network conditions. 

Outcome for the User Experience 

While the technologies behind Citrix HDX and Microsoft RDP differ significantly, the focus should be on the 
outcome of the user experience. NUDGEIT has implemented several migrations from Citrix to Azure Virtual 
Desktop, and the results are telling. The network transport and management technologies in Microsoft's 
RDP have led to a VDI/DaaS user experience that matches, if not surpasses, Citrix's HDX. 

In both scenarios, users experience responsive, high-quality interactions with their virtual desktops and 
applications. Microsoft's advanced network optimisation, prioritisation, and monitoring technologies ensure 
that users enjoy a seamless experience, even in demanding and variable network conditions. 

Conclusion 6
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In the dynamic world of IT, where Virtual Desktop Infrastructure (VDI) plays a crucial role in 
enabling seamless and secure remote work environments, Citrix and Microsoft have emerged as prominent 
players. Citrix's HDX technology has long been the gold standard, delivering superior user experiences through 
intelligent redirection, adaptive Compression, and data de-duplication 

However, the landscape is shifting. Over the past two years, Microsoft has made significant advancements in its 
VDI offerings, mainly through enhancements to the Remote Desktop Protocol (RDP). Innovations such as RDP 
ShortPath, Quality of Service (QoS) enhancements, and Differentiated Services Code Point (DSCP) markers 
have positioned Microsoft as a formidable competitor. 

Due to their different technologies and strategies, the comparison between Citrix HDX and Microsoft RDP may 
seem overwhelming. However, the ultimate measure of success is the user experience. NUDGEIT's 
implementation of several migrations from Citrix to Azure Virtual Desktop has demonstrated that Microsoft's 
network transport and management technologies can deliver a VDI/DaaS user experience that matches, if not 
exceeds, Citrix's HDX. 

Yes! HDX versus advanced RDP is not the only factor; Host Management, Image Handling, and Profile Handling 
all play a role. For more information, please read the NUDGEIT blog  What Matters in VDI Implementation.  

Supplementary Readings

For more details on the theme, please see these excellent articles on Network, RDP, URCP, and TURN.
RDP Shortpath - Azure Virtual Desktop | Microsoft Learn    https://learn.microsoft.com/en-us/azure/virtual-desktop/rdp-shortpath?tabs=managed-networks


